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1. Introduction: Statement of the Problem and State of the Art

Software systems are known to suffer from outages due to transient errors. More recently, the phenomenon
of "software aging" has been reported which implies that the state of the software system degrades with
time (see e.g. [2,3]). This degradation typically manifests in either performance decline (excessive paging
and swapping activity etc.) or crash/hang failures or both. It has been observed [2] that such a degradation
results, in particular, from the exhaustion of the operating system resources. Some common examples of
“software aging" are memory bloating and leaking, fragmentation, data corruption, unreleased file locks etc.
Aging has been observed not only in mass scale software, but also in specialized software used in safety
critical applications. In order to prevent crashes resulting from the degradation, one needs to occasionaly
stop the running software, clean its internal sate and then restart. In order to optimize the timing of such
preventive procedure, one needs to be able to forecast the time when the resource exhaustion reaches the
critical level.

Thus, analysis and modeling of the time series which represents the degradation of operating systems
resources (e.g. usedSwvapSpace and realMemoryFree) becomes an important task. The time series in
guestion manifest extremely non-linear behavior. The study in [9] describes the behavior of system
recourses as a piece-wise linear function of time, where the slope (trend) of the linear function depends on
the workload state of the system, while the workload dynamics is modeled as semi-Markov process.



However, in many workload states the resources observed in [9] demonstrate high variance resulting in very
broad confidence intervals. The high irregularity and variability of the data in question makes any linear
trend model ineffective for the resource exhaustion forecasting, and calls for the implementation of
techniques well suited for modeling highly irregular time series.

Using the fractal approach for studying complex systems has proved to be fruitful in mathematics
(analysis of singular measures), and in physics (description of highly non-linear phenomena).
Recently a strong progress has been made in signal processing, using, for instance, the multifractal
analysis. The multifractal analysis provides mathematically sophisticated technique for analyzing
highly irregular time series. For instance, in the study of network traffic the use of Markov and
Poisson models turned out to be inadequate, while multifractal model proved quite effective (see

eqg.[7]).

A bibliographic search on the topics related to the proposed research has been carried out to explore the
state of the art in this area, as well as to ensure the uniqueness of our research ideas. Earlier work in
measurement-based dependability evaluation ( see e.g. [4,5] ) was mainly based on measurements made at
failure times or error times (without continuously monitoring the system’s parameters). The first serious
attempt to develop a general methodology for estimating trends and times to exhaustion of operating system
resources has been made in [2]. A further progress in this direction has been made in [9], where the semi-
Markov model is constructed based on workload and resource usage data collected from the UNIX OS.
However, the authors of [9] are looking for linear trends in the resource exhaustion data, without accounting
for large deviations from the trend, while the large deviations are typical for this kind of data (see the time
plotsin[9] and in Section 5 of this Report).

2. Data collection

Two main sets of data have been collected from machines at WV U, and a set of datais available
that was collected at Duke University.

Thefirst set of data collected from WV U was collected once per second for 488,051 seconds, or
for approximately 5 days and 18 hours. The first data point was collected on June 13 at 6:54:33
PM, and the last data point was collected on June 19 at 10:30:25 AM.

The data in this set was collected on machine Naur, a CSEE department server at WVU. Naur
has 256 MB of RAM, has dua 333 MHz processors, runs SunOS 5.5.1, and is one of the most
heavily used servers in the department. The UNIX utility used to collect the data was “sar 7,
which is “system activity reporter” with the option that reports unused memory pages and disk
blocks. The only data collected each second was the number of unused memory pages
(realMemoryfree) and the number of disk blocks available for page swapping (freeSwvapJpace (or
total SvapSpace - usedSwapSpace)), and the time. No complimentary data was collected
regarding the system load, but trends in the data can be matched against the time of day.

The second set of data was collected 10 times per second from Paladin, a CSEE department print
server with 64 MB of RAM and running Windows NT. 1,000,000 data points were collected
from June 26, 2:50:50 PM until June 27, 6:47:45 PM. The data collected was the number of free
bytes of read memory (realMemoryFree), the number of free bytes in the paging file
(freePageBytes) and the number of free bytes of virtuad memory (freeVirtualMemory). The
collection was done via afairly simple C++ application.



The data available from Duke University was collected once every 10 minutes for over 3 months
from four machines, Rossby, Vergina, Petri, and Jefferson. Data is available on a couple dozen
aspects of the machine's state, including the realMemoryFree and usedSwapSpace as well as
several indicators of the system load. We have not begun to analyze this data since we suspect
that the 10-minute intervals between collection times will render it of little use for our purposes.
At this point in the project we have tested our agorithms mainly on the realMemoryFree time
series from the set of data collected from Naur.

3. Holder Exponent as a Characteristic of Fractal Functions

The study of fractal functions (i.e. those whose plots exhibit fractal properties) has proved
important in severa scientific domains. The examples of processes described by such functions
include the heartbeat oscillations, the speech signals, the network traffic, the stock index charts
etc. One of the main mathematical tools of studying the fractal functionsisthe Holder exponent.

The Holder exponent of afunction f(t) at the point t is defined (see e.g. [10] by using the formula:

log| f(t+3) = f(1)] (1)
log|d| '

H  (t) = liminf
J-0

where “lim inf” stands for the lower limit. Clearly the Holder exponent is always non-negative
(H¢ (@)= 0), and it is easily checked that for any “smooth”, i.e. differentiable, function H; (t)= 1

a any point t (where the function’s derivative is non-zero). On the other hand, extremely non-
linear non-differentiable functions with local singularities exhibiting wild oscillations at every
scale have Holder exponents < 1, the stronger the singularity — the smaller (closer to 0) the value
of the Holder exponent.

For example, consider the function f(t)=\/mgn% pictured on Fig. 1. At the point t = 0, around

which we see an extreme oscillatory behavior at every scale, it has Holder exponent H; (0) = 0.5.
However, at al other points the function is smooth and has Holder exponent equal to 1.
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Fig 1. Graph of f(t) :\/mgn%



Fractal functions are characterized by the fact that local singularities are observed not just at
individual points but (almost) everywhere. The classical (and oldest) example of afractal function
is the so-called Welirstrass function (see e.g. [12]) given by the formula:

W(x) = Zak cos(27b¥x)
k=0
where a, b are parameters suchthat 0 <a <1 <b and ab = 1. Fig 2 shows the graph of the

Welrstrass function with the parameter valuesa = 0.5, b = 3.
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Fig 2. Graph of Weirstrass function

The function is everywhere continuous but nowhere differentiable, i.e. at every point there is a
local singularity. Directly from the definition one can compute the Holder exponent of the

Weirstrass function: H,,(t) = “l‘;—gzl for every t, i.e. the local singularity has the same strength

everywhere. Such functions are referred to as strictly self-similar or scale invariant. However,
generally and especiadly in experimental setting functions tend to have different singularity
strength at different points. This property is called multifractality.

4. Holder Exponent for a Time Series

The study of experimental time series which have fractal structure is often done by computing
and analyzing its Holder exponent. For example, in [11] this approach was applied to the speech
signal analysis and synthesis, and in [13] it was used for diagnosing heart diseases.

In the experimental setting we deal with a discrete sequence of samples (measurements) of a
function rather than with the function itself. This means that we cannot apply the definition of the
Holder exponent directly. Based on the formula (1), we have developed the following algorithm
for computing the Holder exponent of the time series.

Suppose {Yo, Y1, Y2, --- , Y} IS the time series representing a sequence of N measurements of a
function f(t), made over a time period [0, T] with a uniform gap between consecutive
observations, i.e. y; representsf (iT/N),0<i < N-L

Hereisan algorithm for estimating Hdlder exponent for the time series.

Parameters. Window width K (a positive integer); weighted regression coefficient o
(real O<a<1)



For any integer i, 0<i<N-L
(Step 1) for each integer k # 0 from (— K) to K, such that 0< i+k <N -1, compute
R, = 1og| ¥i+k ~ i |;
* log(|k |/ N)
then
(Step 2) for each integer s from 1 to K we compute
hi s =min{R | |k g}
(this can be done recursively using the fact that
his =minf{R s, R —s. M 51}, s=2...., K);
findly,
(Step 3) to estimate the limit in the definition of Holder exponent, perform the weighted
regression of the approximations h; s :
1-a

Hi = K

(hg+ah o+ +akh ).

Thevalue H; isan estimate of the Holder exponent at the ith datapoint, i.e. H; (iT/N).

We have written a code in Java implementing the above agorithm. To test the performance of the
algorithm we decided to run it on a signal whose Holder exponent is exactly known. For this
purpose we considered the class of so-called generalized Weirstrass function (GWF) which have
the predetermined Holder exponent at every point. Given a continuous function s(t) satisfying 0 <
S(t) < 1, the corresponding GWF is given by the formula

GWF (1) =Z3‘J’@(‘> Gn3lt . (2)
j=1
Holder exponent of a GWF at the point t is known to be exactly s(t) (see e.g. [10]). Thus we can
chose any function 0 < s(t) < 1 we like, generate a time series by computing the corresponding
GWF at regularly spaced values of t. Then we apply our agorithm to extract the Holder
exponents and compare the results with the known answer, namely s(t).

For our testing we first took the generalized Weirstrass function generated by s(t) = |sin (51t)).
The graphs in Fig 3 show both the function s(t) and the corresponding Gwr,(t) . We then ran our

algorithm for calculating the Holder exponents with the parameters K=100 and a = 0.9. For

comparison, we also computed the Holder exponents using the ajphagifs routine from the
FracLab library (see [14]) developed by H. Daoudi at INRIA, France. We were pleasantly
surprised to find that our algorithm produces much more precise estimates of the Holder
exponent. The results of Holder exponent estimation using our agorithm and FracL ab algorithm
are shown in Fig 4. We also carried out the same testing procedure on the GWF generated by
other, more complex functions, and again were quite satisfied with the performance of our
algorithm.
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Fig 3. Plots of s(t) = | sin (5mtt) | and the corresponding GwWF(t)
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Fig 4. Holder exponent estimates for Gwr,(t) from Fig 3 obtained (a) using FracLab; (b) using
our agorithm, versus the actual values



5. Computing and Analyzing Holder Exponent for M emory Resour ces Data

Since the testing results described in the previous section gave us confidence in the performance
of our algorithm for estimating the Holder exponent of atime series, we have proceeded to
implement it to calculate the HOlder exponents for the operating system memory resources data
we collected.

Below we present the results of two experiments performed on the realMemoryFree time series
from the Naur machine. Thefirst one (Fig 5a) is based on a three-hour set of data collected early
morning hours: from 2:30 AM to 5:30 AM. The second one (Fig 5b) is based on another three-
hour set of data, but collected in the midday: from 12 noon to 3 PM. The measurements have
been taken once per second resulting in 10,800 pointsin each time series. The graphs presented in
Fig 5a contain the realMemoryFree data plotted on top and their HOlder exponent plotted
below. The realMemoryFree data have been rescaled (normalized) so that the value 1 on Fig 5a
corresponds to the value realMemoryFree = 2043, and the value 1 on Fig 5b corresponds to the
value realMemoryFree = 5033.

Both time series demonstrate evidently multifractal behavior. Since the Holder exponent plots are
extremely chaotic, we have also computed the histograms of the Holder exponents for both time
series, in order to visualize their distribution over the range [0, 1] where they take their values
(Fig 6aand 6b).

The histograms show clear differencesin the shape of Holder exponents distribution for these two
time series. The midday hours (Fig 6b) which, of course, are characterized by more intensive
usage of the system (higher workload), yield realMemoryFree data with very few HOolder
exponents in the upper part of the range (> 0.8), i.e. very few points where data are relatively
smooth. On the other hand, the Holder exponent histogram of the realMemoryFree time series
obtained in the night hours (Fig 6a) is quite “fat” in the upper part of the range (> 0.8), i.e.
significant portions of the signal are relatively “smooth”. Note that the extremely low values of
Holder exponent (very strong singularities) are rare in both graphs. What appears very interesting
isthat the time series corresponding to the higher workload produces a less dispersed spectrum of
Holder exponents which are mainly concentrated in the [0.4, 0.6] range. This is sign of higher
self-similarity (a perfectly self-similar signal has a strictly constant HOlder exponent).

6. Conclusion and Future Work

Thetheoretical and experimental results can be summarized as follows:

- we have studied the Holder exponent as an effective tool for multifractal analysis of
the data, and developed an agorithm for estimating the Holder exponent of an
experimental data;

- we have tested the algorithm and found its performance very robust;

- we have collected the memory resource data from a WVU machine, and aso
obtained the data from the Duke University research group;

- we have run our agorithm for estimating the Holder exponent on several sets of the
realMemoryFree resource data from the Naur machine;

- we have anayzed the obtained Holder exponent plots and found the shape of the
histogram of the Holder exponent differs markedly for data corresponding to
different workload regimes of the operating system.
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Fig 5a. Upper plot: the realMemoryFree data from Naur taken once per second for 3 hrs: from
2:30 AM to0 5:30 AM (low workload); Lower plot: the Holder exponents for the data.

1.0

0.8 —

0.6 —

0.4 —

0.2 —

(=]

oo
0.0 o2 0.4 0.& o= 1.

1.0

00— !
oo o2 0.4 0.& o= 1.0

Fig 5b. Upper plot: the realMemoryFree data from Naur taken once per second for 3 hrs: from
12 noon to 3 PM (high workload); Lower plot: the HOlder exponents for the data.
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Fig 6a The histogram (distribution) of the values of Holder exponent for realMemoryFree data
from Naur taken once per second for 3 hrs: from 2:30 AM to 5:30 AM (low workload).
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Fig 6b. The histogram (distribution) of the values of Holder exponent for realMemoryFree data
from Naur taken once per second for 3 hrs: from 12 noon to 3 PM (high workload).



In our further research we plan to address (among others) the following issues:
- modeling of our data using the GIFS (generalized iterated functional systems);
- wavelet analysis of our data;
- fractal dimension of the data;
- correlation between fractal characteristics of the memory resource data and
malfunction /failure events
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